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CVE-2017- _ , o ) )
13077 Reinstallation of the pairwise encryption key (PTK-TK) in the four-way handshake.
CVE-2017- _ , ,
13078 Reinstallation of the group key (GTK) in the four-way handshake
CVE-2017- . _ _ _ .
13079 Reinstallation of the integrity group key (IGTK) in the four-way handshake
CVE-2017- . _ .
13020 Reinstallation of the group key (GTK) in the group key handshake.
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CVE-2017-

13081 Reinstallation of the integrity group key (IGTK) in the group key handshake.

CVE-2017- | Accepting a retransmitted Fast BSS Transition (FT) Reassociation Request and
13082 reinstalling the pairwise encryption key (PTK-TK) while processing it.

CVE-2017-

Reinstallation of the STK key in the PeerKey handshake
13084

CVE-2017- Reinstallation of the Tunneled Direct-Link Setup (TDLS) PeerKey (TPK) key in the
13086 TDLS handshake.

CVE-2017- | Reinstallation of the group key (GTK) while processing a Wireless Network
13087 Management (WNM) Sleep Mode Response frame

CVE-2017- |Reinstallation of the integrity group key (IGTK) while processing a Wireless Network
13088 Management (WNM) Sleep Mode Response frame
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Figure 4: Key reinstallation attack against the 4-way hand-
shake, when the supplicant (victim) still accepts plaintext
retransmissions of message 3 if a PTK is installed.
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Station Side

CVE-2017-13077
Reinstallation of the pairwise
encryption key (PTK-TK) in the

four-way handshake.

CVE-2017-13078
Reinstallation of the group key
(GTK) in the four-way handshake

CVE-2017-13079

Reinstallation of the integrity
group key (IGTK) in the four-way
handshake

CVE-2017-13080
Reinstallation of the group key
(GTK) in the group key handshake.

CVE-2017-13081

Reinstallation of the integrity
group key (IGTK) in the group key
handshake.

CVE-2017-13087

Reinstallation of the group key
(GTK) while processing a Wireless
Network Management (WNM)

Sleep Mode Response frame
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*Mitigation
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AP Side

CVE-2017-13082

Accepting a retransmitted Fast
BSS Transition (FT) Reassociation
Request and reinstalling the
pairwise encryption key (PTK-TK)

while processing it.

Update
AP
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